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ey CAWINDOWS\system32\cmd exe

icrosoft Windows XP (RN 5.1.2608)
(C)> Copyright 1985-2881 Microsoft Corp.

:NDocuments and Settings\Blakelping vahooo.c65.163ns.con
Pinging vahooo.cb65.163ns.com [221.231.138.99]) with 32 bytes of

from 221.231.138.99: bytes+=32 tine~213ns TTL~1065

from 221.231.138.99: hytes=32 time=211ms TTL=185

y from 221.231.138.99: bytes=32 timne=218ms TIL=185
Reply from 221.231.138.99: bytes=32 time=213ms TTL=105

Ping statistics for 221.231.138.99:
Packets: Sent 4, Received 4, Lost B Bz loss),
Approximate round trip times in milli-seconds:

Mininun 211ms, Maxinun 218ms, Average 213ns

IC: \Docunents and Settings“\Blake>

ddtd:




& Google D Administration - Visu

TWNIC Whois Database

W Bookmurks

TWNIC whois database provides information for network administration.
Its use is restricted to network administration purposes only.

Domain Name Whois Search:
pl216.132 146 |-{e v || search |

PERLHE - (50

Register .TW domain name (only in Chinese)
Apply IP address from TWNIC (only in Chinese)




C | & F4% | hips:/iwgapnic.net

R [ SmeASEl

gD G Google [] Adminis

APNIC

APNIC Whois Search

To assist you with debugging problems, this whois query was received from IP Address:

61.216.132.150

If you experience problems with this ferm, try the legacy search form.

% APNIC found the following authoritative answer from: whois.apnic.net

% [whois.apnic.net]
% Whois data copyright terms http://www.apnic.net/db/dbcopyright.html

% Information related to '221.224.8.8 - 221,231.255.255'

% Abuse contact for "221.224.8.0 - 221.231.255.255" is 'anti-spam@ns.chinanet.cn.net’

inetnum: 221.224.9.@ - 221.231.255.255

netname: CHINANET-15 tl 2an
descr: CHINANET jiangsu province network éQ
descr: China Telecom

descr: Al2,Xin-Jie-Kou-Wai Street

descr: Beijing 186388

country: CN

admin-c: CH23-AP
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s [ S A S EE E M- G Googe [ Administration - Visud [ SEASHEERE it Firefox FEARYEEE W Bookmurks fi:— & Sophos Pariner Portal Fiaolg A Asics 205 » Hoftir o i
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VirusTotal 2—1ERERF » 7 54 vl SEESERERaE - 0 F BVR FUR (SRS
& - FaF R AETEEEEEE -

OiExE Q@URL Qs

ES e v SR
EAfEER ] 126MB

=T [1REE] - ERsEEERIET BRI s VirusTotal 45
Mgz 2 B A - TS EIRIRY ERERE THEE -
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»|-Phishing

citibank

http://www.securecitibank

oL s Qug i ies i WL D ST LSS M e i i a3 agies

Pleasze, carefully read of our new Terms & Conditian
consent,

Otherwize, we will have t nd yvour Citibank checking accoy

Thiz measure is to prevent misunderstanding between us and o
custormers,

We are sorry for any inconvinience it may cause,

Click here to access our Terrns & Conditions page and not allow

checking account suspension.

A 2003 Citibank., Citibank (West], FSB, Member FDIC, Citibank with Arc Design

rnark of Citicarp,

citi

Ciki. corn

This Domain Name is Registered tq

Domain Name:

Domain I0D:

Sponzoring Registrar:
Domain Status:
Regiztrant ID:
Regiztrant Name:

Regiztrant Organization:

Regiztrant Addressl:
Registrant City:

Regiztrant State/Province:

Regiztrant Postal Code:

Regiztrant Country:

Regiztrant Country Code:

Registrant
Regiztrant
Regiztrant
Registrant

Phone Mumber:

Email:

Application Purpose:
Mexus Category:

Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact
Administrative Contact

Administrative Contact
Rilling Montart TH-

10:

Mame :
Organization:
Addressl:
City:
State/Province:
Postal Code:
Country:
Country Code:
Phone Humber
Email:

SECURECITIBAME ..US
De30d250-11%
REGISTER.COM

ok
C38965115-N1US
waune stanford
waune stanford
3037 sunrise cir
marina

CA

93933

Uhited states

LS

+1.,831 3848607
baluciBsmy . net
F3

Cil

C35965115-15
waune stanford
waune ztanford
3037 sunrise cir
marina

CA

93933

Uhited states

LS

+1.,831 3848607

baluciBsmy . net
-1

Amemberaf crtigroup

Citigroup Privacy Promis

Terms & Conditior

Copyright {§ 2003 Citico
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# F8WannaCry

Qoops, your files have been encrypted!

BOWERE T (FEErm ?
CH—-LRPLARANEEET,

Sy, BN, TR RSN, FH. HEXH. X AW, BINHAYS
XRAERNET, METRERITM,

AN-BXFRXHERNLOBY, SATEMERBNALROHA, KN
B, BRANORERTE, HNETRHTETFRERTLL LS, :

Payment will be raised on

MPMEREE S0P T s ?

lime Left ENAERUAGE SR, CRBARMORERBTIT RSN, RUABRE, &
. U LS kel 04 LD
EASERY, ATFREEDGNE,
MR Decrypt) FIE, NIRRT -8, MEKRC, REETS
TR Sy mine,
YOUr TRes Wit Be lost on EUPEFEET LR, SEHEURE,

SINZ01T 234155 UMM TLUETENNE. HONANN, EXTE NEMDAMES
ST,
Y Lol BEIFZIHOERE, AT==FRERTNE,

: : BH, ~ARNZMEHE. BEAARATT.,

T, ETHEE, MESUEERABROBA,. SHABARNE. KEM

Send $300 worth of bitcoin to this address

bitcoin s —_— f
s

Pty [1219YDPgwueZ9NyMgws19p7AABIs|r6 Shw

Contact Us
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